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! K080;&30FF&++3L&(-)++):8+3:83(&;D?0(308M3+L&F)0?3E)?&+30+3N&??30+3M)(&F':()&+"

! R+&30FF&++3-:M&+3+DFG30+3+D)M23+;)M308M3'G&3+')FS,3*)'3':3-0)8'0)83+&FD()',"

! P8:N3G:N3':3FG08;&3'G&3E)?&3F(&0'):83-0+S"

! R+&3'G&3;(:DL3E)&?M3':3;(08'3E)?&30FF&++3':3;(:DL3-&-*&(+"

TG&3E:??:N)8;3)+303L0(')0?3?)+'3:E3'G&3D+&M3E)?&+23'&(-+308M3D')?)')&+A3
FG-:M23D-0+S23FG:N823FG;(L
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!!"#!"$#!$ %&'()&*++,+'&-&./(01)+23453$#!!6!$23708+.9&:(;3<=&( >:?)&39.V

6+#"%".<3!".@#E"$<30$@77".

! W&M&3X0'&)

! Y3;&GZ('3&)8&-3%&8D'@&(3I%&+)'@&(23@+&(J

! Y3D8M3@D3&)8&(39(DLL&3I2(:DLJ

! %&8D'@&(3SZ88&83K)';?)&M&(3)83[&(+FG)&M&8&83
9(DLL&83+&)8

! CD;()EE+(&FG'&3&8'+FG&)M&823:*3&)8&3X0'&)3
;&?&+&83I$&0MJ23;&+FG()&*&83IC()'&J3:M&(3
0D+;&E\G('3I&,&FD'&J3N&(M&83M0(E

!!"#!"$#!$ %&'()&*++,+'&-&./(01)+23453$#!!6!$23708+.9&:(;3<=&( >:?)&39.]

0$@77".3FGH

! ^83N&?FG&839(DLL&83*)83)FG3K)';?)&M_
$ groups 
fom cdrom floppy audio dip video plugdev netdev 
powerdev scanner

! K)';?)&M+FG0E'3MD(FG3<)8'(`;&3)83/etc/group3
;&(&;&?'A
$ grep fom /etc/group 
cdrom:x:24:fom
floppy:x:25:fom
audio:x:29:fom
...
fom:x:1002:fom

! 9(DLL&8-)';?)&M+FG0E'3*&0(*&)'&8A3
-08D&??3:M&(3I*&++&(aJ3-)'3gpasswd



!!"#!"$#!$ %&'()&*++,+'&-&./(01)+23453$#!!6!$23708+.9&:(;3<=&( >:?)&39.b

0$@77".3FIH

! 9(DLL&3-)'3gpasswd -a user group33I+MMJ3
&(;`8@&8A
# gpasswd -a fom neugr 
Benutzer fom wird zur Gruppe neugr hinzugefügt.
# groups fom
fom cdrom floppy audio dip video plugdev netdev 
powerdev scanner neugr

! <8'E&(8&83&)8&(39(DLL&8-)';?)&M+FG0E'A3
gpasswd -d user group3IB&?&'&J
# gpasswd -d fom neugr
Benutzer fom wird aus der Gruppe neugr 
entfernt.

!!"#!"$#!$ %&'()&*++,+'&-&./(01)+23453$#!!6!$23708+.9&:(;3<=&( >:?)&39.c

0$@77".3FJH

! W&M&(3%&8D'@&(3)+'3)83&)8&(35'08M0(M;(DLL&3
K)';?)&M"34&?FG&3)+'3M0+_
$ id 
uid=1002(fom) gid=1002(fom) Gruppen=1002(fom), 
24(cdrom),25(floppy),29(audio),30(dip),...

! CN&)35'08M0(M+3E\(35'08M0(M;(DLL&

! X&*)08.5,+'&-A3W&M&(3%&8D'@&(3G0'3+&)8&3&);&8&3
5'08M0(M;(DLL&3IR+&(A3fom239(:DLA3fomJ

! 08M&(&35,+'&-&A35'08M0(M;(DLL&3users3E\(30??&3
B8:(-0?&8H3%&8D'@&(

! ^-3d0-&83M&(35'08M0(M;(DLL&3G08M&?835)&23*)+3
5)&3-)'3newgrp3M)&39(DLL&3`8M&(8"

!!"#!"$#!$ %&'()&*++,+'&-&./(01)+23453$#!!6!$23708+.9&:(;3<=&( >:?)&39.e

0$@77".3FKH

! d&D&39(DLL&83S0883M&(3QM-)8)+'(0':(3-)'3
groupadd3&(@&D;&823D-3P::L&(0'):83[:83
T&0-+3@D3&(?&)FG'&(8

! @"3%"3-)'3X0'&)&823M)&3E\(30??&39(DLL&8-)';?)&M&(3
ID8M38D(3M)&+&J3?&+.3D8M3+FG(&)**0(3+)8M

! %&)+L)&?+@&80():3E:?;'3"""

!!"#!"$#!$ %&'()&*++,+'&-&./(01)+23453$#!!6!$23708+.9&:(;3<=&( >:?)&39.f

!"%'7%"8'E".+$%13FGH

! 9(DLL&3profsA3K)';?)&M&(3prof123prof2
! 9(DLL&3studisA3K)';?)&M&(3anna23tom23fritz3
D8M3IaJ3prof123prof2

! C)&?&A

! profs.K)';?)&M&(3SZ88&83X0'&83D8'&(&)808M&(3
0D+'0D+FG&83D8M3'&)?N&)+&30DFG35'DM&8'&83@D(3
g&(E\;D8;3+'&??&8

! studis.K)';?)&M&(3SZ88&83X0'&83D8'&(&)808M&(3
0D+'0D+FG&83D8M30DE3M)&3[:83/(:E+3@D(3g&(E\;D8;3
;&+'&??'&835S()L'&23QDE;0*&83&'F"3@D;(&)E&8



!!"#!"$#!$ %&'()&*++,+'&-&./(01)+23453$#!!6!$23708+.9&:(;3<=&( >:?)&39.h

!"%'7%"8'E".+$%13FIH

! g&(@&)FG8)++'(DS'D(

! 9(DLL&8@D;&GZ();S&)'&83D8M3CD;()EE+(&FG'&

! /srv/profs/internA3;&GZ('39(DLL&3profsi3?&+&83D8M3
+FG(&)*&83E\(3profs3&(?0D*'23S&)83CD;()EE3E\(3studis

! /srv/profs/publicA3;&GZ('39(DLL&3profsi3+FG(&)*&83
E\(3profs3&(?0D*'23?&+&83E\(30??&3I0DFG3d)FG'.5'DM)+J

! /srv/studisA3;&GZ('39(DLL&3studisi3?&+&83D8M3
+FG(&)*&83E\(39(DLL&8-)';?)&M&(3&(?0D*'

/srv/profs/
/srv/profs/intern/            ; !"#$%"#&'()*+(,+-.#("/$*+*0/%/)*+
/src/profs/intern/klausuren/
/srv/profs/public/            ; 1*#*2"3+0..(.4+(5$")*/$*/(67380&'
/srv/profs/public/skripte/
/srv/studis/
/srv/studis/mitschriften/
/srv/studis/pruefungsprot/

!!"#!"$#!$ %&'()&*++,+'&-&./(01)+23453$#!!6!$23708+.9&:(;3<=&( >:?)&39.!#

!"%'7%"8'E".+$%13FJH

! R-+&'@D8;A3+L`'&(

! d0FG'&)?A3S&)8&3[&(8\8E');&3CD;()EE+*&+FG(`8.
SD8;3E\(3/srv/profs/public3-Z;?)FG3
j3QOk+

!!"#!"$#!$ %&'()&*++,+'&-&./(01)+23453$#!!6!$23708+.9&:(;3<=&( >:?)&39.!!

L.%,/6+#"%+##$%&@#"3FGH

! d&*&83%&+)'@&(3D8M39(DLL&3;)*'3&+38:FG3M)&3
+:8+');&835,+'&-*&8D'@&(3I123:'G&(+J

! &(;)*'3h3CD;()EE+(&FG'&i3d:'0'):83*&)3lsA

lrwxrwxrwx
!"#$%&"'(()'*+,(((#-.#%$/"
((((((((((((((((((+"

!!"#!"$#!$ %&'()&*++,+'&-&./(01)+23453$#!!6!$23708+.9&:(;3<=&( >:?)&39.!$

L.%,/6+#"%+##$%&@#"3FIH

! chown3IFG08;&3:N8&(J3D8M3chgrp3IFG08;&3
;(:DLJ3`8M&(83%&+)'@&(3D8M39(DLL&3&)8&(3X0'&)

! chmod3IFG08;&3-:M&J3`8M&('3CD;()EE+(&FG'&

! %&)+L)&?&A
chown fom /tmp/log.txt 
chgrp www-data /var/www/srv1
chmod o+r /tmp/log.txt
chmod o-rwx,ug+rw /tmp/log.txt
chmod u=rw,g=r,o= /tmp/log.txt

! Q*S\(@D8;3a3I0??J3E\(3ogu3Ichmod a=rw3"""J33



!!"#!"$#!$ %&'()&*++,+'&-&./(01)+23453$#!!6!$23708+.9&:(;3<=&( >:?)&39.!V

! 8D-&()+FG&3m&FG'&A

! k&+&(&FG'A ]3I$$J
! 5FG(&)*(&FG'A $3I$!J
! QD+E\G((&FG'A !3I$#J
! 0DE0MM)&(&823@"3%"A3(N3n3k&+&865FG(&)*&8A3]o$nc

! E\(3%&8D'@&(239(DLL&3D8M35:8+');&A3...

! @"3%"33MKNA

" %&8D'@&(A c3n3?&+&83o3+FG(&)*&83I8)FG'30D+E\G(&8J

" 9(DLL&A ]3n3?&+&83I8)FG'3+FG(&)*&8238)FG'30D+E\G(&8J

" 5:8+');&A #3n38)FG'+

L.%,/6+#"%+##$%&@#"3FJH

!!"#!"$#!$ %&'()&*++,+'&-&./(01)+23453$#!!6!$23708+.9&:(;3<=&( >:?)&39.!]

L.%,/6+#"%+##$%&@#"3FKH

! chmod3-)'38D-&()+FG&83m&FG'&838D'@&8

! rw- r-- ---3n3c]#3I]o$o#23]o#o#23#o#o#J
! chmod u=rw,g=r,o= /tmp/log.txt
chmod 640 /tmp/log.txt

! *&)3M&(38D-&()+FG&83Q8;0*&3S&)83B9&*&8H3D8M3
Bd&G-&8H3[:83m&FG'&83-Z;?)FG3
IN)&3-)'3chmod u+x3"""23chmod o-rwx3"""J

!!"#!"$#!$ %&'()&*++,+'&-&./(01)+23453$#!!6!$23708+.9&:(;3<=&( >:?)&39.!b

! %&)-3<(@&D;&83&)8&(3X0'&)3N&(M&835'08M0(M.
(&FG'&3;&+&'@'3l3N&?FG&3M0+3+)8M23*&+')--'3M)&3
RKQ5P3I@+&(3E)?&3F(&0'):83)+'OJ

L.%,/6+#"%+##$%&@#"3FPH

$ umask
0022
$ umask a=rw
$ umask
0111
$ touch Datei; ls -l Datei
-rw-rw-rw-  1 esser users 0 2008-12-04 20:48 Datei
$ umask u=rw,g=r,o=
$ umask
0137
$ touch Test; ls -l Test
-rw-r-----  1 esser users 0 2008-12-04 20:50 Test

5'08M0(MA3
9(DLL&A38)FG'3+FG(&)*&82
5:8+');&A38)FG'3+FG(&)*&8

!!"#!"$#!$ %&'()&*++,+'&-&./(01)+23453$#!!6!$23708+.9&:(;3<=&( >:?)&39.!c

L.%,/6+#"%+##$%&@#"3FMH

! D-0+S3N)(M3[:83ccc3Irw-rw-rw-A35'08M0(M.
N&('3E\(3X0'&)&8J3*)'N&)+&30*;&@:;&823D-3
S:8S(&'&3X0'&)(&FG'&3@D3*&(&FG8&8i

! QD+E\G((&FG'3N)(M3*&)-3<(@&D;&83&)8&(3X0'&)3
8)&3[&(;&*&8

! k)8D13D8'&(+'\'@'3M)&+&3S?0++)+FG&83R8)1.
X0'&)0''()*D'&3D8M3&)8);&3@D+`'@?)FG&"""



!!"#!"$#!$ %&'()&*++,+'&-&./(01)+23453$#!!6!$23708+.9&:(;3<=&( >:?)&39.!e

L.%,/6+#"%+##$%&@#"3FQH

! X0'&)0''()*D'&38D(30DE3&FG'&83R8)1.
X0'&)+,+'&-&838D'@*0(3l30DE34)8M:N+.
X0'&8'(`;&(838D(3+'0(S3&)8;&+FG(`8S'A

# mount | grep windows
/dev/sda3 on /windows/D type vfat (rw,gid=100,umask=0002)
# touch /windows/D/Testdatei
# ls -l /windows/D/Testdatei
-rwxrwxr-x  1 root users 0 2006-12-04 21:07 /windows/D/Testdatei
# chmod a-rwx /windows/D/Testdatei 
# ls -l /windows/D/Testdatei
----------  1 root users 0 2006-12-04 21:07 /windows/D/Testdatei
# umount /windows/D; mount /windows/D; ls -l /windows/D/Testdatei
-r-xr-xr-x  1 root users 0 2006-12-04 21:07 /windows/D/Testdatei
 

! 4)8M:N+3S&88'3S&)83QD+E\G(0''()*D'3l3N:G?30*&(3
&)83m&0M.p8?,.Q''()*D'

!!"#!"$#!$ %&'()&*++,+'&-&./(01)+23453$#!!6!$23708+.9&:(;3<=&( >:?)&39.!f

L.%,/6+#"%+##$%&@#"3FRH

! %&M&D'D8;3M&(3Q''()*D'&3E\(3g&(@&)FG8)++&A

! $&0MA3g&(@&)FG8)+)8G0?'3?&+&83Ils3)83&)8&-3
g&(@&)FG8)+30D+E\G(&8J

! C()'&A3g&(@&)FG8)+)8G0?'3`8M&(83I@"3%"38&D&3X0'&)3
&(@&D;&823X0'&)3D-*&8&88&8J

! &,&FD'&A3g&(@&)FG8)+3*&'(&'&8230?+:3@D-30S'D&??&83
Q(*&)'+[&(@&)FG8)+3-0FG&83IcdJ

! 5'08M0(M(&FG'&23[:83M&8&83M)&3D-0+S30*;&@:;&83
N)(M23+)8M3*&)3g&(@&)FG8)++&83eee3IM&88313n3&1&FD'&3
+'&G'3q03E\(3Bg&(@&)FG8)+3*&'(&'&8HJ

!!"#!"$#!$ %&'()&*++,+'&-&./(01)+23453$#!!6!$23708+.9&:(;3<=&( >:?)&39.!h

!"%'7%"8'E".+$%13FKH

! CD(\FS3@D-3%&)+L)&?+@&80():

! <(+'&)8()FG'D8;A

! 8&D&3X0'&)&83&(@&D;&8A

root# chown -R root /srv/profs /srv/studis
root# chgrp -R profs /srv/profs/intern
root# chmod ug=rwx,o= /srv/profs/intern
root# chgrp -R profs /srv/profs/public
root# chmod ug=rwx,o=rx /srv/profs/public
root# chgrp -R studis /srv/studis
root# chmod ug=rwx,o= /srv/studis

prof1$ newgrp profs   # als „profs“-Mitglied arbeiten
prof1$ umask 0007     # Neue Dateien nicht für andere
prof1$ cd /srv/profs/intern
prof1$ touch pruefung.doc
prof1$ ls -l pruefung.doc
-rw-rw---- 1 prof1 profs ...     pruefung.doc

!!"#!"$#!$ %&'()&*++,+'&-&./(01)+23453$#!!6!$23708+.9&:(;3<=&( >:?)&39.$#

SL=6<3S0=63FGH

! /(:*?&-A3<+3;)*'3X0'&)&823M)&3%&8D'@&(38D(3
BD8'&(3S:8'(:??)&('&83%&M)8;D8;&8H3`8M&(83
M\(E&823@"3%"3M)&3/0++N:('M0'&)3/etc/shadow
! r8M&(D8;3083M&(3X0'&)3-)'3M&-3T::?3passwd
! X0E\(3+)8M3m::'.m&FG'&38Z');

! d:(-0?&3Q8N&8M&(3G0*&83S&)8&3m::'.m&FG'&

! CN&)3kZ+D8;&8

! S?0++)+FGA35R^X3I+)&G&38`FG+'&3>:?)&J

! 8&D&(A3sudo3I*&G08M&?83N)(3G)&(38)FG'J



!!"#!"$#!$ %&'()&*++,+'&-&./(01)+23453$#!!6!$23708+.9&:(;3<=&( >:?)&39.$!

SL=6<3S0=63FIH

! QD+E\G(*0(&3X0'&)&83I8D(3%)80()&+J3SZ88&83&)83
5R^X.3I5&'3R+&(3^XJ3D8M6:M&(3&)8359^X.%)'3I5&'3
9(:DL3^XJ3G0*&8

! 5R^XA3/(:;(0--3?`DE'3)--&(3-)'3M&83m&FG'&83M&+3
X0'&)*&+)'@&(+23-&)+'3(::'

! 59^XA3/(:;(0--3?`DE'3)--&(3-)'3M&83
9(DLL&8(&FG'&83M&(3X0'&);(DLL&3I+&?'&8&(3
[&(N&8M&'J

! %&)+L)&?A3passwd3-D++35,+'&-M0'&)&83`8M&(8

$ ls -l /usr/bin/passwd /etc/shadow
-rwsr-xr-x 1 root root    ...  /usr/bin/passwd
-rw-r----- 1 root shadow  ...  /etc/shadow

!!"#!"$#!$ %&'()&*++,+'&-&./(01)+23453$#!!6!$23708+.9&:(;3<=&( >:?)&39.$$

SL=6<3S0=63FJH

! 5R^X.3D8M359^X.%)'+3-)'3chmod3+&'@&8

! +.%)'+3&(+FG&)8&83)83M&(3ls.QD+;0*&3)--&(3083
M&(35'&??&23N:3+:8+'3M0+313+'&G'

! X)&+&3%)'+3+)8M3*&)35G&??.5S()L'&83N)(SD8;+?:+3
I)83&)8);&83`?'&(&83R8)1.g&(+):8&83ED8S'):8)&('&3
M0+30DFG3-)'35S()L'&8J

# cp /usr/bin/passwd /tmp/mypasswd
# chmod u-s,g+s /tmp/mypasswd
# ls -l /usr/bin/passwd /tmp/mypasswd
-rwsr-xr-x 1 root root    ...  /usr/bin/passwd
-rwxr-sr-x 1 root shadow  ...  /etc/shadow

!!"#!"$#!$ %&'()&*++,+'&-&./(01)+23453$#!!6!$23708+.9&:(;3<=&( >:?)&39.$V

4,#$+/T8+2'3FGH

! <1'$.6<1'V.<1'(0.>?0;+3I)--D'0*?&230LL&8M.
:8?,3&'F"J3-)'3chattr3*&0(*&)'&83

NAME
       chattr - change file attributes on a Linux second extended file system

SYNOPSIS
       chattr [ -RV ] [ -v version ] [ mode ] files...

DESCRIPTION
       chattr changes the file attributes on a Linux second extended file
       system.

       The format of a symbolic mode is +-=[ASacDdIijsTtu].

       The operator `+' causes the selected attributes to be added to the 
       existing attributes of the files; `-' causes them to be removed; and
       `=' causes them to be the only attributes that the files have.

!!"#!"$#!$ %&'()&*++,+'&-&./(01)+23453$#!!6!$23708+.9&:(;3<=&( >:?)&39.$]

4,#$+/T8+2'3FIH

! %&)+L)&?3E\(3chattrA

! Q''()*D'&308@&);&83-)'3lsattrA

# cd /tmp;  touch logdatei
# chattr +a logdatei
# echo Hallo >> logdatei       #  >> = anhängen
# echo Welt >> logdatei
# cat logdatei
Hallo
Welt
# echo Ueberschreiben > logdatei
bash: logdatei: Die Operation ist nicht erlaubt

# lsattr -l logdatei
logdatei                     Append_Only



!!"#!"$#!$ %&'()&*++,+'&-&./(01)+23453$#!!6!$23708+.9&:(;3<=&( >:?)&39.$b

4$C"%#"$#"3U##$%&@#"3FGH

! <(N&)'&('&3Q''()*D'&3+L&).
FG&(83*&?)&*);&3d0-&.63
4&('./00(&23D"30"3QOk+

! ^8:M&.9(Z=&A3!$f3%,'&

! S&)83/?0'@3E\(3&(N&)'&('&3
Q''()*D'&

! g&(;(Z=&(D8;30DE3$bc3
%,'&38)FG'3&EE)@)&8'

! kZ+D8;A35&L0(0'&(3%?:FS3
E\(3&1'&8M&M30''()*D'&+3

0"12"'

3$.%'1/(4

3$.%'1/(5

3$.%'1/(6

3$.%'1/(7

8"'%(7

8"'%(4

8"'%(6

8"'%(5

9:;<#%(
.1;<(-=".

9:;<#%(
.1;<(*.%".

7(>*??,!@%"#

$.-2"

!!"#!"$#!$ %&'()&*++,+'&-&./(01)+23453$#!!6!$23708+.9&:(;3<=&( >:?)&39.$c

4$C"%#"$#"3U##$%&@#"3FIH

! *&0(*&)'&83-)'3setfattr23getfattr23attrA

! 5:E'N0(&3)+'30DE3M&-3X&*)08.5,+'&-38)FG'3
)8+'0??)&('3j3apt-get install attr

! g&(N0?'D8;3[:83QOk+3\*&(3M0+3/0S&'3acl3
j3apt-get install acl3
! T::?+A3getfacl23setfacl

amd64:/home/esser # setfattr -n user.foo -v betriebssysteme test.txt
amd64:/home/esser # getfattr -d test.txt
# file: test.txt
user.foo="betriebssysteme"

amd64:/home/esser # attr -g user.foo test.txt
Attribute "user.foo" had a 15 byte value for test.txt:
betriebssysteme
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! R^X239^X
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